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ABSTRACT 
When scheduling security is very important issue in the 

design of multimedia applications since these applications 

are most widely used in industry and academic 

organizations. Security requirements are not taken into 

consideration in existing scheduling schemes when making 

allocation and control decisions for real time multimedia 

service in heterogeneous networks. In this paper, we 

propose an improved security – aware multimedia 

scheduling algorithm (ISAMSA) in the framework of 

heterogeneous networks. At earliest, we build a general 

media distortion model according to the experimental 

parameters in each network, as well as each application’s 

peculiarity. After that, we utilize a scalable graph-based 

authentication method which achieves a good trade-off 

between flexibility and efficiency. Furthermore, a improved 

security – aware multimedia scheduling algorithm is 

proposed by taking into account applications’ timing and 

security requirements in addition to precedence constraints. 

The proposed algorithm first gives high priority to deal 

with schedulability when the real-time system is 

overloaded. When workload of the system is less, ISAMSA 

strives to improve the security levels while achieving high 

schedulability for real-time Multimedia application. 

ISAMSA shows excellent scheduling quality under a wide 

range of workload characteristics. 
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1. INTRODUCTION 
Current years have witnessed the increasing efforts towards 

standardization of architectures for the convergence of 

heterogeneous access networks, and the integration of 

heterogeneous networks has become a part of the 4G 

network design [9]. Supporting multimedia applications 

over heterogeneous networks have been one of the major 

research fields in the networking and multimedia 

communities. For example, the IMS (IP Multimedia 

Subsystems) platform [1] has defined an overlay 

architecture for providing multimedia services on top of 

heterogeneous wireless networks. Inevitably, there are huge  

 

 

 

 

and different kinds of application multimedia data 

streaming from different users which may influence each  

other and thus, it is essential to enforce a distributed 

scheduling policy designed for suitable application metrics  

and efficient network utilization. Indeed, the problem of 

scheduling over heterogeneous networks is, compared to  

traditional networks, further complicated by the 

heterogeneity in both the application contents and the 

network conditions. Nowadays, security is of critical 

importance for multiple real time applications in 

heterogeneous networks. Since heterogeneous networks are 

built to execute a broad spectrum of unverified user-

implemented applications from a vast number of different 

users, both applications and users can be sources of security 

threats to networks. For example, the vulnerabilities of 

applications can be exploited by hackers to compromise the 

heterogeneous networks, and malicious users can access the 

heterogeneous networks to launch denial of service attacks. 

Even a legitimate user may tamper with shared multimedia 

data or excessively consume computing cycles to disrupt 

services available to other networks’ users [2]. On the other 

hand, however, existing heterogeneous computing systems 

have not employed a security mechanism to counter the 

threats. Thus, it is mandatory to deploy security services to 

protect security-critical applications running on 

heterogeneous networks. Since snooping is the main attack 

in heterogeneous computing environments, we considered 

authentication service to guard against the common threat 

to the heterogeneous networks. Scheduling plays a key role 

in obtaining a high performance in heterogeneous 

networks. Unfortunately, conventional real-time scheduling 

algorithms, which are developed to mainly guarantee 

timing constraints while possibly ignoring security 

requirements, are not adequate for security-critical 

multimedia applications in heterogeneous networks. In this 

study, we propose a security-critical real-time heuristic 

strategy on heterogeneous networks, which integrates 

security requirements into real-time scheduling for 

multimedia applications running on heterogeneous 

networks. To illustrate the effectiveness, the proposed 

Improved security – aware multimedia scheduling 

algorithm (ISAMSA) is applied to heuristically find 

resource allocations that maximize the quality of security 

and the probability of meeting deadlines for all the 

multimedia applications running on heterogeneous 

networks. ISAMSA is one of the first Improved security – 

aware multimedia scheduling algorithm strategies for real-

time multimedia applications running in heterogeneous 
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networks. The fundamental contributions of this paper 

include the following aspects:  

• The design and evaluation of improved security – 

aware multimedia scheduling algorithm running 

on heterogeneous networks. 

• An analysis of distortion model for various 

multimedia applications running on   

heterogeneous networks. 

• A scalable graph-based authentication method is 

proposed to achieve a good  trade-off between 

flexibility and efficacy. 

• A security overhead model for quantitatively 

measuring overheads introduced by security 

Services. 

  

2. SYSTEM MODEL 
Multimedia applications accessing many users in 

simultaneously via a server, i.e., real-time video streaming 

and audio conversation. Allow a user to access the network 

one of the available applications. The server decides the 

constant allocated rate to the user that has chosen 

application. We imagine that server preserve scalably adapt 

the transmission process to the channel conditions for the 

user. In the direction of this end, for each application the 

server can choose the accurate transmission parameters, 

from a predefined set of accessible parameters. We imagine 

encoded video layers and audio transcoders available at the 

server. Every one video layer is characterized by the 

constant encoding rate and each transcoder is characterized 

by its encoding rate. 

 In wide-ranging, all the video and audio should 

be compressed conveniently for transmission and storage.  

 

 

2.1. Heterogeneous networks 
In this paragraph, we suggest the distortion model based on 

multimedia multimedia data loss in heterogeneous 

networks. Similar to the Dcomp, the distortion caused by 

multimedia data  loss can be modeled by a linear model 

related to the multimedia data loss rate Ploss:  

 

  Dloss = KPloss, 

 

The multimedia data loss rate Ploss reflects the combined 

rate of random losses and late arrivals of multimedia datas. 

In a bandwidth-limited network, this combined loss rate 

can be further modeled based on the M/M/1 queuing model 

[7]. In this case, the delay distribution of multimedia datas 

over a single link is exponential [8]. Note that, since the 

end-to end delay of multimedia data delivery in wireless 

network is dominated by the queuing delay at the 

bottleneck link, the empirical delay distribution for realistic 

traffic patterns can still be modeled by an exponential 

formulation: 

 

  Pr{Delay > T} = e-ωT, 

 

where Pr{.} denotes the distribution probability, T reflects 

the delay constraint, and ω is the arriving rate which is 

determined by the average delay: 

 

   ω = 1/E{Delay}, 

 

where E{.} represents the expectation value of non-

negative random variable. Generally, ω should be 

determined empirically from end-to-end delay statistics 

over the networks. In order to present a general solution for 

online operation, we construct a model to approximate the 

average multimedia data delay.  

 

3. MULTIMEDIA DATA SCHEDULING 

MODEL 
  

We representation in our study an enhanced scheduler 

model compared with that given in [16]. It is assumed that 

each node has a single transmitter and a single receiver. 

Due to economical reasons, the single transmitter and 

single receiver on a mobile node are usually combined in a 

single “transceiver” which alternates between a transmitter 

and a receiver [15]. It should be noted that the scheduler is 

implemented for a wireless link, thereby; routing is out of 

the scope of our study. The multimedia data scheduler 

illustrated in Fig. 1 is located between transmitters and 

receivers. Fig. 1 depicts the scheduler model. When a new 

multimedia data arrives, it is put in the schedule queue first 

to wait for scheduling and assigned the lowest security 

level. The real-time controller in the scheduler gets a new 

multimedia data from the schedule queue based on the 

earliest deadline first (EDF) policy and determines whether 

or not a new multimedia data can be accepted. To be noted 

that the real-time controller considers both the new 

multimedia data and multimedia datas waiting in the 

accepted queue to maximize the schedulability. If the new 

multimedia data cannot be accommodated, it will be 

dropped into the rejected queue. Otherwise, it will be 

transferred into the accepted queue. After a new 

multimedia data is allocated to the accepted queue, the real-

time controller notifies security level controller to work. 

The security level controller strives to increase the security 

level of multimedia datas in the accepted queue, which 

efficiently utilizes the system resource to enhance the 

security of multimedia datas in wireless networks.  
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Figure: 1 

 

 

 

4. ISAMSA ALGORITHM 

 
The ISAMSA algorithm presented in this paper is used to 

adaptively make tradeoffs to the system workload. When 

the system is under heavy workload, ISAMSA regards the 

schedulability as a main goal. In contrast, when the system 

is in light workload, ISAMSA strives to maximize the 

security levels of accepted multimedia datas to efficiently 

utilize the system resource [18]. 

 
 

 

 

 

ISAMSA is a heuristic algorithm. When a new multimedia 

data arrives, the minimal security level admission test is 

performed. That is, the multimedia data is given the 
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minimal security level and is inserted into the accepted 

queue of a node by the earliest deadline first (EDF) policy. 

If this test can guarantee the timing constraints of the new 

multimedia data and multimedia datas whose execution 

orders are later than that of the new multimedia data in the 

accepted queue, it is denoted that the multimedia data can 

be accepted. Otherwise, ISAMSA degrades the security 

level of multimedia datas waiting in the accepted queue 

using the Round Robin policy until the new multimedia 

data can be accepted. If all the security levels of 

multimedia datas being degraded to minimal still miss the 

deadline of the new multimedia data or violate the timing 

constraints of multimedia datas whose execution orders are 

later than that of the new multimedia data, it is rejected, or 

it is allocated to the accepted queue. If a new multimedia 

data can be inserted into the accepted queue without 

degrading the security levels of multimedia datas waiting in 

the accepted queue. In our ISAMSA algorithm, the 

adaptivity is sufficiently considered. If a new multimedia 

data cannot be allocated with the minimal security level, 

the security levels of some multimedia datas in accepted 

queue will be degraded to improve the schedulability, but 

SPSS just rejects the new multimedia data. In this 

algorithm, the inputs include multimedia data count, 

bandwidth, multimedia data size, arrival rate, deadline, and 

security level; the output is scheduling decision. 

 

4.1. Algorithm 1: Pseudocode of ISAMSA  
 

1:  For each new multimedia data Mi do 

2: Si← Sk; find ←false; 

3: while Si<= Sk do 

4: Calculate the start time sti; 

5: if properly 1 can be satisfied then 

6: find← TRUE; 

7: Raise Si's security level, Si++: 

8: else 

9: break; 

10: endif 

11: endwhile 

12: Put all multimedia datas in the accepted queue to 

set S; 

13: while find==FALSE && S≠0 do 

14: For each multimedia data Mk in accepted queue 

do 

15: if Sk ≠S1 then 

16: Degrade one security level, Sk - -; 

17: Calculate the start time Sti; 

18: if properly 1 can be satisfied then  

19: find ←TRUE; 

20: else 

21: break; 

22: endif 

23: else 

24: remove Mk from S; 

25: endif 

26: end for 

27: endwhile 

28: if find==TRUE then 

29: Insert Mi to the accepted queue; 

30: else 

31: Reject multimedia data Mi; 

32: endif 

33: endfor 

 

ISAMSA is a heuristic algorithm. When a new Multimedia 

data arrives, the minimal security level admission test is 

performed. That is, the Multimedia data is given the 

minimal security level and is inserted into the accepted 

queue of a node by the earliest deadline first (EDF) policy. 

If this test can guarantee the timing constraints of the new 

Multimedia data and Multimedia data whose execution 

orders are later than that of the new Multimedia data in the 

accepted queue, it is denoted that the Multimedia data can 

be accepted. Otherwise, ISAMSA degrades the security 

level of Multimedia datas waiting in the accepted queue 

using the Round Robin policy until the new Multimedia 

data can be accepted. If all the security levels of 

Multimedia data being degraded to minimal still miss the 

deadline of the new Multimedia data or violate the timing 

constraints of Multimedia datas whose execution orders are 

later than that of the new Multimedia data, it is rejected, or 

it is allocated to the accepted queue. If a new Multimedia 

data can be inserted into the accepted queue without 

degrading the security levels of Multimedia datas waiting 

in the accepted queue, ISAMSA raises the security level as 

high. 

In our ISAMSA algorithm, the adaptivity is 

sufficiently considered. If a new Multimedia data cannot be 

allocated with the minimal security level, the security 

levels of some Multimedia datas in accepted queue will be 

degraded to improve the schedulability, but SPSS just 

rejects the new Multimedia data. In this algorithm, the 

inputs include Multimedia data count, bandwidth, 

Multimedia data size, arrival rate, deadline, and security 

level; the output is scheduling decision. The pseudocode of 

ISAMSA is described in Algorithm 1. 

 

5. CONCLUSIONS AND FUTURE 

WORK 
We present in this paper an improved security-aware 

Multimedia scheduling algorithm or ISAMSA for real-time 

multimedia data in wireless networks. ISAMSA is able to 

adaptively adjust security levels according to the system 

workload to guarantee that, when the system is in heavy 

workload, schedulability becomes the main objective. In 

contrast, when the system is lightly loaded, ISAMSA can 

yield higher security levels while maintaining higher 

guarantee ratio.  
In future work, we will extend our algorithm to deal  
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with multimedia data’s with dependent relations. In 

addition, more users’ requirements will be considered while 

scheduling besides  security in real-time wireless networks. 
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